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(54) CIPHERING KEY SYSTEM 
(57)Abstract: 

PURPOSE: To prevent illicit use by using a secret key 
so as to cipher data, sending the data to a data 
communication equipment via a communication channel 
and decoding the received data through the use of the 
secret key. 

CONSTITUTION: A data communication equipment 15 is 
used to apply the use of data to a database 1 2 via a 
communication channel 17. In this case, the user ciphers 
his own secret key by using an open key of the database 
12 and sends the cryptographic key to the database 12. 
The database 1 2 decodes the ciphered secret key of the 
user by using an exclusive key, ciphers the data applied 
for the use by using the secret key of the user to be 
decoded and sends the ciphered data to the equipment 
1 5 via the channel 1 7. The user receiving the data 
ciphered by using his own secret key uses a user 
terminal equipment 18 to decode the ciphered data 
ciphered by using his own secret key. Moreover, a 
charge center 13 is provided to the database 12 to be 
used for account of the charge attending intake/issue of orders 



32 

























11 



Lb: 



l&fiCS 



iB --Hii 



14 



IF 



IS 

( 



-18 



LEGAL STATUS 

[Date of request for examination] 

[Date of sending the examiner s decision of 

rejection] 

[Kind of final disposal of application other than 
the examiner's decision of rejection or 



18.10.2002 



REF.. 
CITED IN 

REJ. DTD. 



( 7? ) 



http://www1 9.ipdl.ncipi.go.jp/PA1 /result/detail/main/wAAAJQaiIZDA408288940P... 2005/03/30 



'■' Searching PAJ 



2/2 ^— v 



application converted registration] 
[Date of final disposal for application] 
[Patent number] 
[Date of registration] 

[Number of appeal against examiner s decision 
of rejection] 

[Date of requesting appeal against examiners 
decision of rejection] 
[Date of extinction of right] 

Copyright (C); 1 998,2003 Japan Patent Office 



http://www1 9.ipdl.ncipi.go jp/PA1 /result/detail/main/wAAAJQaiIZDA408288940P... 2005/03/30 



oiOBMmnr <jf> 02) & tft & ^ < A > <ii>«hhwm»* 

#5B^f8 -288940 

(43)&«B ^8^(1996)11^10 



(51) IntCl. 6 
H04L 
GO 6F 
G09C 



9/08 
15/00 
1/00 



3 3 0 
6 3 0 



8842-5 J 
9364-5L 
7259-5J 
7259 -5J 



F I 
HO 4L 
GO 6F 
GO 9C 



9/00 

15/00 

1/00 



H0 4H 1/00 



H 0 4 H 1/00 



6 0 IB 
3 3 0 Z 
6 3 OF 
6 3 OB 
F 



m&miR *it# »*a<7>»8 fd t£i5K) m&n\zm< 



<2i)ffia## 




(71) tHSA 


000005979 














(22) turns 


¥JS7*P(1995)12/511H 




JfCS»=fftfflEyLK>l*l 2 TB 6i 








(72)«W# 


ft 




(31)flBfc«B3B#*» 


^¥6-309292 






£3^ = 


(32)«5fcB 


¥6 (1994) 12^ 13 H 








(33)«5fe«£3BH 


H* (JP) 


(72)5693* 


«* 




























(74)«SA 


b— as 





(54) B&W<Z>£«] Pg^v-X^A 
(57) [Sft] 




13 



(2) 



f$BB¥8 - 2 8 8 9 4 O 



XfAtfeot : flJEBf#Mv* J r-M4, 

WEt-* * t flJEfiliit^ i: fl)KI*S?fflIel^*0)^- 

!E§mgm<DFy]l*mi£T-if#S£*i : iWEgdga i: IttJE 
a.— tfffi^HtOTRSl&tfffJET 1 -' SiHtl&SirltiliEJ. 
— bFin^S <t a>MfilftSl=*- > ^ -f & & tM* 

tfriET— $"<— Xli^BH&t Sffl@£J8® LTfllBSCHl 
grlBi— ^4BS*gfilcSEJ£L ; IMBa.— *»l*Smi*IE 

— ^ojpjffl^a^sitfcffria-r— $"<— *i4. fljEa.— 

^(DlfflE%&8&£iniE#JH@£ffl^T«^bU «^§-£ 

v instm t tuts^r-* imgsroraia c a t v ®&xm 

miia^-* mm&wt ate a.— tFss^ss t 

**o>3i-7 9-f >^fa ; a.— tftti— 
bb«*c at vttasi^toaflk^-s^xttfijffl^aBt 
; mriacATvikiSJ*ttTues?3>»«tc 

ATVttaJBO!>lWS»*«tffl^"C«l#<bLs *Jffl*& 

ofc«iBi— *a>®mm* m^xm&c a t vjbss 
fiammm-simv vt&it lx c atvm 

»it*4*ffl«*m*TWE*Btf*fc*-*<bU 

[|*^JS4] CATVftjyj. t-* s 



ItECAT vlftiMlfclMB-T 8 — * *a-b a>RSI41£ffl 
.JftfcfFE5Hia«©IBXtffftEC A T vflfe&JB^ffllE? 

&/z <D&®m& mm. luiiec a t vtt&JBi=0ti* 
l ; mis cat v»a«i*«nBT— ■ * 'sa-tr a>4*H 
•fciai^-cHrET— ■ 9 mrn-b a>«tta«i«#ib l t 

'ttaiL : i— y ! l4«WBT f — 4>a«»«*ffl^T«rECA 

T V ®& & 1g& L mTE CAT Vfo&m ZitL X ffilE-x — 

— $=&>!7(7>%affi@£ffl^T ! &>*<0T : — ^*Bt-g-(bL. sa 

«£flfrf§-fbL. Bt-^-fb^+tfc^^a)^— ^f. it^b$tt 

fc«Ef-* tit >^ ro^ggsat;^— ? es-tr >^ 

•§-(bL. .ai^bitifcWrET— <D4illl«* 
ffli^r^HJfliinfclWE^— **^«>W*«*fli*<b 
**<b**tfc«FET— **^a>»flif«*ffli.^"C«rE 

A. 

Attn. 5 s — 5» awaBatfa.— 6 

; ItrE-x— 9*ffa-b>'S'l4. fltTET— ^©a-bv^ 

<D-^gg@$fiE&a-— y : <o-4>w@^ffli.' k TBi-^'(bLs m 

E^r— 4» *ga-tz >5« (D^ffl^^fflL^TttrE^— 5« fit 
ir-^^a-b <D^im&tfffrE'7 f — 9 fit>$© 

f';*iH*«cAT v»ai^f=3ieL : iwecatv 

StJU^IiBt^lb^^fcmET 1 — 5» 'Ba-tr >9 (0^1i» 
tfTi?*^»*ttkj*L ; ffiEi— tFttltTEa.— y 5 ®^ 
HAS ffll^T S« LfclWET-* §lt <Dft*4b4* 

M«*a*<b-r * 1 1 ti^iwrEa^bi+tfc^— * fi 

•fe >9 ro^gaS^fflfT^r v$ JUS* £«tBf *Bt-§-@ 

[|f*JS7] $t>ir, ^a>A^ib$*iTi^«ci^ 

a.— y t ltS'JW«*^^-<b$4xfcfflET ; — > tit © 
[«^318] CATVfitaH©. f-$flt^, £ 



(3) 



8 8 9 4 0 



m&m. T-*mm&mB.it3---*iim*3imfrz>mmz 
zmzm&i-— Wjkmm^m^— $ es-tr \zm 

— * fit >■$> l*5pJffl^**+tfc J r-'Sf $ llWEi— ? <D 

^bb«* fflfTBt mt L-ctriac a t vstin^icMit 
l ; flfriec at v«tiM^iiSitn^fcfriaB&^b$^fc 

^-^fct&L ; l&mZtitzffiaitfcmt?— ?^SfiL 
fcfllSJ-— tFlifllSBg-^-lb^— "Sf $miS3.— tfO*ffl@ 
l^-Ctt-SI-fb-r vX t- A. 

[000 1] 

A, XvT.^Afc^tMim^-lfS^SI (Elec 

tronic Data Interchange : EDI) £fi]ffl-r-5iS$J3l 

[0 O 0 2] 

&i&mo>m-i&&mm. (bsi > sewm tcs) 

•5c 

[0 0 0 3] HB*I=»1 O^V>^-;U&151fr £>Ci:*< 
^^SfMte&fc-SCMiC AT Vfifcailcfcl^-CI*, 

[0 0 0 4] *#gK#e>l;JU ttHM*6-4-6 4 1 9^& 
tmM¥6 - 1 4 1 0 0 0 4^-C*^*WB«fS[H]$&£iI 

«®i¥nr&£ffl^T#iKasicMfc:5x<7 ; 7> 

8Ktl)->XfA$, ^H¥6-1 3 2 9 1 6#-e^-ro 
[0 0 0 5] C4^t.a>•>X J rAXl;SSI=fcL^r. X? 

-tz >z tezcomm* i^iLMzti Lxmrn^nizmssm^ 



rsiia)*??:/ lusher u mmmmmtfwm&m 

[0 0 0 6] - 1 3 2 9 1 6-^lCliC4x»b<7) v 

— lsVX<7 =y > ^r—' % *<ie&£*t 

fc^— ^fc-SLMi^r-fX^^SSSgfeSLMia-^L. IC 

ffl-r-SvX-xA&^StlBK^^rt^^o 
[0 0 0 7] 1M81bB#tt£:P¥li:h.£>^EK Cfl* 

r* l*#>tr <D a > tf a. — * L X L r I* 

t-^^LAN (Local Area Network) . WAN (Wide 
Area Network) , C*i£ &&mz&i3i Lfc-f * 
h*>XT-Alz«fcora>t"a.— 5tjHB*.v h7— 

[0008] 7i?9JMb-r«&HH»*<B*i=tt 

ttBflH»£. E»r*C4:l=«fcyi1HM**W>4-t!\ SI 

T'lz^Ut*-^a>#MlfflroH. 2 6 1M, ffJHMfll 
ODJPEG (Joint Photographic image coding Expert 
s Group) JSte. ItlttfflOMPEGI (Moving Pi ct 
ure image coding Experts Group 1) Mtit&Xf&lEO)^- 

4MPEG2 Mt&rtM^fifc £ *xfc„ 
[0 0 0 9] Cft&oattBEtttt«£HJflLfe7S?*JU 

Ct^t-# fcrfr ofcfL/t'va ^mm = r— Z&Vko^t 

*<r # -5 «fc o \zt£ y . 3 > t° 5 #ao>7 : — s« 

<!: =r^^ MtZfrtzT l> \zV a ^WiWt— 9 ZmtifizW. 

yaa r^-^^p* ^-r t->x^aj *<^3fco>fetBt ur 

iidl=Sfe§2*A*i. t— ^^<— XJiCDtt— ^fl)— ok. 

[0010] C(7><fe ^ I- Ltf-$ XCDfi]ffl®fflA< 
St^-r-SfT^ -x— ■$> ^— XJKD^f — $ fiJffllc^-T 
^ $ if(7) J; 5 ic L. Tfl r> 1 => z. t frit?— 9 WiStt 

•f^«0> PnlS ^ i: <Ti J: 5 ic L X MM? Zfrk^o^k 

I*. IE^(DipJffl#T*'SlttLl* J 7 i — 5ifl)fJfflA^=rt6r$, 
-6J:-5lc-r§^A<aE.y , Z&tfe^itLXtiK Zt 

[ooi 1] *fc. c*iit-cisaiciBt£LrtTor^fc=& 
ffisj^iicfcit-i.'tfffi^m^— 5Hbu 5 s — saimftts 

$*i)fflLTffiSlc^g<l-r€)«TWffi3tm (EDI) £ 
fiJfflLTm^iS8iSI£<Tom : ? L v->r>;/ hvX^AA<^ 

tt^ttrfc y , $ iicitA/T-m^ffi^ivx^f a<o»is 



(4) 



- 2 8 8 9 4 O 



[OOI 2] CftibOT^r Utr-y a >v^f A, 5 s — 
v*— *£«HHbU Bg^b^^fcv 1 — 5«*«-§-1bLT*iJ 

s ottt silt $ *l s tz m nut i = m m v s> & , 

[0 0 1 3] *fgB^|i-tO)«^|Cfcl>r j r— $<Bg^-fttfr 

Xf- SMSBt^K^m^TBt^bLBt^X-T 1 — • 9 C 
C = E (K. M) 

tSSIU Va^~SC7 — £ C £B§-^-SlK JfflUTS^Ib L 

fjtf- $i M £ *f|-&it^£ 

M=D (K, C) 
[0 0 14] "x — £B|H§'4bSffrl-23l» x "Cffll» x ^+t'5ft8E 

fe-5o «ss@^i*. Bt^bts^bi^pt:a>s^Ks 

Cmks=E (Ks. M) 
M=D (Ks. Cmks) 
[0 O 1 5] Bg-^-St LXV£*titm<Dm 

fcy. a^bfflfl)@A^§l$i^■c^.^^^L^at■^-a^Sr*& 
y. Bt^bfflco@l*^^@KbtP?(f^ tt^bfflrojB 

^SBSKb£ffll^TBf-SHbU 
Cmkb=E (Kb, M) 

5» £ aitfl*ofcW*i?ffl@Kv£ mi^x&^it 

M = D (Kv, Cmkb) 
[0 0 16] t— $Bt#ftfl5<Dj£ffli: Lt> 5 s — "S* (7><S 

«*JBl***©£»M**JHt***fl>***4**» -ASM 

a. (Hash) TVU=f 'J XAfEiLfcXfm^f «ffflf ffl 
SKv^ffl^TBg^bf -5 C £ y f^^^l* £ 

Smkv=E (Kv, m) 



IjtiM $> •& IMotEESSXSm ifv^ ;U*€ Smkv t £ 

afi#i=EHi-f *o ^ti#i*¥*#a>-4>BB@Kb^ffl^ 

tfy? JUS* Smkv£«-S§-(b L. 
m' =D (Kb, Smkv) 

[001 7] c*tt,o)B&^-ffl^fijffl#i-a-r^aj<!:Lr 

*f§W#t>l*ftilT*&-i)^BS¥6-7 0 6 4 a-si-icfci'* 

lC^Tt»4^Tt^-i.Bg#@vX5 1 AlC^5L^•rBt^■@*^Jffl# 

^ a i z tj 1 t s et-^a I * *J M % \>X 1 ^ *> X $ *t £ . 
[OOI 8] SI IC^£;h.fc<7>l*!J#lig¥6-7 0 6 4 3 

fAI±. BS • CS • KfelSfUfva >fc-5lM*FM 

S^— X2. ^£-fe>*3. S(liS4. t— *SflW 
B5&1/3-— - *483fc&B8;^t>1tJ££*t-Cl^-5o 
1 if- X2®satff- *2 £i$£-tr> 
5« 3fl>p B ^iii|:fflIil^roil<illl^fe-5LM*7 u+->^;u 
T J <X^^fl?¥ISI^<):y^*+vCL^o ^— ■5"<— X 

2 1 ? mm&m 5 <&Piiiii4«fe[i]i§& 3 uijcatv 

El^<73JHgiaS7-cmSI**tTL^-So «ti£©1 <tgfS 
^»4(75rai*Sc3l«Si6T*}S«l$+LTL>*c S«S14 
«fc a.—- tF4g;fcgg 8 £: OTPbTRI/x— * JlffiSS 5 £ 3.— 

i**^<b**tri*fci*««©lM&"Cfcy . ®^r-^*+i 

[0 0 19] C<DvX J 5 L AICfcL\T. f-^^-Xai* 
7— ^SlcMtP'SBg#@Kd^#t;?iJffli'FBi@Kp (WT 

ri^orSlJ £1^5) fcfirtHJl 1 in^totfttS-r-So *c*J. 
s«L-v>-r<-r-5fctoi-. fFpraKpi*Bt#siKdf£i+^ 

^b $^-ri=tt$& t ^ilBg#@ KO^ffl l^T 

Bg#^b$*l. 

CkdkO=E (KO. Kd) 

Bt^-lbBt-^-SCkdkO.!: LTttfS&$ -So Bf-^- 
@KdA<Bt^b$+L-Ctt!iSg$*t-51i^l=lot. Bt^bBf-^ 
a C kdkO $1g.mtT Z> t- toroftilBg-^-S K0*<3.— tfl= 
tt^^^-S. ^O*JlBg^@K0(7)ttS!i&l*3.— W=r— 

=r— 5»CmkdA^c,*i.'5i:#l=Bt^b J r— ? Cmkdiri:*, 
lea.— +fl-;Jg$H-5^-^A^fc-i)o 
[0 0 2 0] (a) B&*aA<Bg■§•^b*4^TL^^CL^^t^. 

2A^t>ttl&**tfcet-^jaKd^SjK6 SfiJfflLTteiSI-r 

s„ sii^S4i*s«LfcBg^aKd^3.— vmmtkW. 

8lC«$gL. 3-— ^Sg^SSIiSltBlofcBt^Kd 



(5) 



^¥8-28 8 9 4 O 



JLTf- X2ICt— $ M(DfiJJB£$ L&fco T 
MA<fe^fcf-$ M£ff nT@Kp-t?a5-&Bf-S§-&Kd£fHO 
Cmkd=E (Kd. M) 

Bf^b-T— 5» Cmkd£3MiH]tg7 Lta-f(Of 

— ^ffifi^ssi^ani-r-stttics^-trv^ 3 torn 

■fb^r— ? cmkd^i— •f«3lsttS8 ictft&U o.—*fm 
XSim. 8 l*|ESiJ«t*l=#?? £ l*fe«"*a Kd£ ffl^ 
THf-^b-T— 5> Cmkd^tt#<b-r-5o 
M=D (Kd. Cmkd) 

[0021] ( b> m^mtffe^itzti. &mv£^mtf 

*Jffl-f •SCt^S^-r-S.t^l::, ftilB&^@K0*<RO 

«I**B8l=a#*Jh.-Cl**. ^— S^-X 2l*Bf-§-@t 
Kd£#»Bg^® KO£ffll^TUt-*Hb U 
CkdkO=E (KO, Kd) 

Bg-«§-(bBt-«i-&CkdkO£StiMJai l~tt$&-rS. *fci£Jw1l* 
2 :ftfcBg-S§MbBi-^l CkdkO£ * 

jK6^fijfflLrfit2i-r-5o afs^S4i*a<tLfcBt^b 

Bf^@CkdkO£j.— ffai^SSIc^L.. a.— tfSg* 
Si 8 to ic B&#<fbne#« c kdko £^ £ *tr i * 

•5ftj§Bt4§-aK0£ffll^T«^bU 
Kd=D (KO. CkdkO) 

-5c 

[0 0 2 2] ^JpJffl***!*-^— ' $>JHII£B5£ffl 

><— X 2 liSpJffl^MA^fcofc^— -$1 MS-Bt-^-MKdSffl 

l^TBg-^-JbU 

Cmkd=E (Kd, M) 

ana* 7 £|£da Ltf-: * a(I3£S 5 IC&fTT & 1 1 

*,\zm&M>* 3 t<DfflX'm&&m$?T ^-san 

5 l*g<g L t-ffi^ifr—Z Cmkd£ J.— tfSS^SS 
8f=tt*U i— •f**ft*Bl*«#4*lTl*fc**a 
Kd^ffll^rBf-^-fb^r— ? Cmkdt-a^b-r-So 
M = D (Kd. Cmkd) 
[0 0 2 3] (c) B»«*«Bfr»ft**Lr*Sy. *ffiBt 

-CDBt^vX^AIcfc^r, ^r— "5"<— X 2liftilB£ 
•J§*K0£m*TB*-3«Kd£Bt-^b U 
CkdkO=E (KO, Kd) 



l6*nfcl»ftflHMlCkdKpt*a.6 £*Jffl LTttaS-J" 
«. a«*«4i*»«Lfc«HWb«#«ckdkOti— -tf 

asaa s i=tt* l , a.— * * *aa s ttmmtnm 

[0024] -r-S fiJfflftM^liT 1 -^ a«3£S 5 &m 
l^Ta(ISltt7 48SLTf- X2ICT— $»M<7> 

X2l**Jffl^M*<fcofc7 : — SM^Bt^Kd^Jf! 
OTBg-^bU 
Cmkd=E (Kd, M) 

&ilBt-^@K0,t-$tlCjI<Hlel*S7 ^gfiLtf- *a 
{I^ul5{=jSffi-r-5<i: 3i©IBTeB* 

CnM&fta*4*K0ea.-*BaE*B8l=flt*L. J- 

— if*si5»B8i*#aa#*K0*ai*TB**(*i=« 

# £ *LT l^fc«HMbBt*a C kdkO £«41b L , 
Kd=D (KO. CkdkO) 

tt^b**ifcBt-^eKd^ffll.NrBt^b7 i -^ Cmkd£« 

*<b-T*. 

M = D (Kd. Cmkd) 
[0025] 

/<— X ->Xt- J* & -5 1 M*«-?-iSlK3 I *>X AH fcfflffl-r 
SfeA(Dj|{*til«rttJ£€atlt-*-«. C<0vX^AI**fc3t 

&*u ca>£#m*&fr«*^l£*JHbS*vfc«lM2 

Bf^lb£;Kfc^T-te2llc<fcoTl*M&S*t£o 

[0 0 2 6] 

[SlJfififl] WT. El2~ia4^ffllNr*BIIIIB<7>3IJSfl>J 

-x->x^Ai-Jiffl Lfcm i £fcfla>Bt*a~>;*.7-A-e 

fey. C<7)->X^AI*. BS ■ CS -ifelKf l/t*i/3 

> s. * i ^ i* f m wl&*$ iz * zmitwcm. & * cm* 5 s v * 

/UttJHl::<fcy j r-'$<te&£*T5JRiiiJSl 1, mm^r—* 
^tI*«)f-iiA < St$tifcf-i"<-x 1 2. P 

#-t*i/^ 1 3. aaai i^utar*^-****** 

8 A^e>«fiE$*iTtN-5o 



(6) 



^i¥8-2 8 8 9 4 0 



[0 0 2 7] f-$^<-^l 2 4:ttiSBl 1 tOMAlf 
f-^-xi 2<t^£-b>£ i 3<0Mi*«ffl[HilMia> 

XI 2£t— 5<DIIBI44>*BH»*« 
lM*CATVE«»a>»«E]tt1 7-C»«**LT^*o 
tfc&Ai 1 tSI8H 4<DBtt*±afbt;?a>tt 
at. «*-r^e^a>*i*. CATV«CiH, FM»i£& 

6iM4«*i?— *tta&*a>»*i 6-e««**i-ri^4o 

fl3£gi sfca-— 8ia>IBl4SMJW— 

#fc\ f-^^-xi 2ittaiJBi i ia>iaatf-T— * 
^— x 12 tp^-tr^* i 3<Dmo>?— *a>aitaci* 

KM^ L-C»ffllffll»**LM*^ l/+*>^f-f X^ lC<fc 

dr=T— * 'i4W#<b**i*. 

[0 0 2 8] ^CDvX^AfrfcOTlis Bg-^@*xC^L 

fcfc\ CflDW^IIMKbdl::^— X 
[0 0 2 9] CCDt^f^^r-^^JfflCDfiSCD/r^, Mffl"** 

tSo ttj»*#tf=^lll«Kbd**«Lfc««*«i 4 
(4s ^BB«Kbd*i— «*SB1 SlzCiilU 
*ifc4*M*Kbd£»l+l*ofc.3-— - tfiS^SSl 8I4¥# 

^*CDE»«f*l=^IB«Kbd*filff-r*. 
[0 0 3 0] B*a&*lM4rt8«^«lc«feoT«fflS-* 

MKsu^g^Lfc^r-^^— ^ 1 2<&*>BH«Kbd£JBl* 
Cksukbd=E (Kbd. Mksu) 

f-^-xi 2icjn^-rSo 

[003 1 ] =f— 1 2 (4s Bi*<b$*lfcJ.— If 

<7>8Jg^ C ksukbd «M1« K vd l*Ttt#<b L s 



Ksu=D (Kvd. C ksukbd) 

<7>8$33g K su £ IB l^T Bt^b L . 
Cmksu=E (Ksu, M) 

[0 0 3 2] g^O^aB^Ksu^ffl^TBg^b^+l/tT 1 
— * Cmksu*«ltWofci— (ftti— !f *B*tt« 1 8 
T*s S»c7)^SlKsu^ffll^rBg■§■^b$^^fcBg^b7 ^ — 
£ CmksuSrtiE-^Hb Ls 
M=D (Ksu, Cmksu) 

[0 0 3 3] d(7)vX^A(C(4 J r— * X 1 2 icjttt 
TftfMMr:'* 1 3*<Sl+&*L-Cl**o C(OS^>$ 

1 3 (4s 7 r -^^**4T*ffitt$*t*«^(Z(4*iJffl**t* 
A<s ^-^A^>a^e>^W«^«l*4T^tt$^4^- 
*T?**»*fcl4«IHS*i«i:l\, L**U V3^t 9 >y 

[0 0 3 4] [m2Hafc#]] H3lZ***lfc<DI4. *^ 

£ tf J r3j-3j->-r r "7> K (Video On Demand : V 
OD) ->X^A(^®fflL/r^2llffiffiJt7>Hg^-£I^X J fA 
-Cfc&o C(D*>X-7 L Af4CATVft36JB2 1 . > 

^2 3s §:fl^S2 4 N ^f— £JIfI^B2 5&lj:a- if 

tv3 >#«3W*»-C««**tftit«l=l4«ffl**t6 

*ICl4«ffl**Lfcl*o sl(7>i>X^A(ZfclNrs Bt*<b£ 
titz fl/tva <h B§*@ 4: 14 *— (D1B&-C & 

[0035] C AT VSsHI^2 1 <bP£-tr>* 2 3<0fW 
(4l?ffl@JS^<D®«lH]^(c < i:ymaMlc}t^-rSttSM 

J:y««**LTL^4. C AT Vfiti£Jg2 1 <tS«£g2 

4<z>p B iai;c at vttaiJB2 1 1?— $i§st2 sco 

|IIII4CATV|g«2 7-Ctt«aFtLrL^*. §1812 4 
ii— y s «j»5K»«2 8 tOBB&tf-T*— 9 9ASK2 5 t 
^*5RS«2 8fc<DP*l4««^— ^U*<Dit«M«i: 

J=y»«aF*t"Cl^4o -CDEI(zfcL^rll^r^$tttr<Z) 

ttiSfl-ibaFtirt^i^— *a>«Bt?*y s ss^-e^* 

^fcC^^Bg^b^+Lfc^r— *0)«B-C**o CA 
TV tta£B 2 1 £tt*-fe>* 2 3<Dm<0'r— $c7>Slt;g 
L(4S1'J4: LTl|ffilHl^fc«)t^l4^ 
fz«ky*T*3*i*A<. C0)«lc^«EHt**lM4*fca«J 
Ms Iffiffil, *ft±attaiCcfc-Drfir3C4:tiTf#*a 
*<Dm-£\ZT—$ (48&*<b$*i*o 
[00 3 6] Cc7)v^^Xs(CfcLN-C(4s CATVvXf 



(7) 



$#^¥8-2 8 8 9 4 0 



XfA$ l*g#GD^[i^Kbu£ C A T V 

[0 0 3 7] CAT VttSA 2 1 tlfca-*© 
^M«Kbu£JHl*TCATV»aSJ3 2 1 ©W««Ksb£ 
«#<bU 

Cksbkbu=E (Kbu, Ksb) 

CATV082 7 LTf- ^Jlfl^a2 5 [C2I« 

-r*o f u es? a >t «Mit cat vttan 2 1 

CD K sb £ m L * T Btfl- i 1 3? *l . 
Cmksb=E (Ksb, M) 

CATV082 7 LT§fgi2 4lZ»&£*L 

So 

[0038] 3-— if LfcCAT VScii^ 2 1 <7>Bg 

#<b»e« C ksbkbu tFO>»ffl« K vu£ffl 

IbL. 

Ksb=D (Kvu, Cksbkbu) 

«***lfcC AT V«tf£/i2 1 (D^ffi^Ksb^ffll^TBg 
#fts-r Utva >#MCmksb£imbU 
M = D (Ksb, Cmksb) 

[0 0 3 9] *fc. -CDBf-§-^vX^A(iBt^b7b<"5Jtg 
3S&K'CAT VJ5l^<Z)-rL/lfi/3 

v £ ;u 9 ttaitf W ffl *J h&t? fc s o 

[0 0 4 0] C<DBS^@i>X^AI**#§B-B#£ 
3W«*Lfcft«t?fc4W« s F6-64 8 8 9#. 
6-237 673^ !f#gl¥ 6-2641 9 9§, ft fig 
f 6-264 20 1§, 6 9 9 5 9#IC|B 

tAI*»BB¥6-1 3 2 9 1 6#^«lce«**VCl*€> 
— >T?B*<b**trSB«**tTl^4CD-ROM*(DlB 

[004 1] ft|j@sp6-6 488 9 ^(Cf5tt£ 4xT l^* 

t?) . «». ««. catfcrt*»fiF*a>«a* 

frofcftl::. Mill* Lii^SI-WL-CBt^baFttfc-x-- 
1^ ^-tr— vCDjnjti^— ofc*lM*l*&tiifiM"5o V 



ttl* J: 3 fcK* LfIS fx 5 c 

[0 0 4 2] tftltfl^ny?^, •fMtlMLfttf* 

*i Bi#<b*tifc«»TfiS«**i«*a)IBa)^i^ 

[0 0 4 3] ^i¥6-2 3 7 6 7 3 -Stl^IEfflfc £*lX I* 

« -x— * mftfe<§m > x ^ j+nmm i**a> * 5 & * <d -e 

*<15S£ ttfc CD-R O M*0>ffi««l*-e * 

BN***«wr*«*«-ir 

[0 0 4 4] 1 tFli^r— ^^<— X£*iJJB-T 

i*Bg-sHb£*T/f ic^— ^^<— ^(zsa^ttrfcy. ttsi 

tl, CD-ROMlB^JS(*l3lB^$^TlB^i$tltrii^ 

[0 0 4 5] t^— *^<— ^^&It«ir-T— ^^fiJffl-T* 
^ izBfr^^b^— * S Wft L t«it 4fcft©t W* 



(8) 



ftfflW-S-2 8 8 9 4 O 



-TSW38 i $*ijfflLTpit^a)T;u=r i JXAicj:y 1 ;*zl 

— tf@:fr<DBg-5§-@££Jj!£U *J*$Hfc 1 5fci— 

m^mmLxmnmwmzfa^^j^. sb i cDBt-^aas 

So CCD 1 !fl:Mt fUffl LTM^tlfc 

#J zl— VIZ B*<7) t <7) r fc -5 o 

[0 0 4 6] Bg^b$*Lfc^tt©S^P'9 r ^A^gl+ 
91 o fc&^g-fe > * Mt^* Bg-SMb £ tlfcSftlt'SS ^ P 
9=yU, S&2CDBt-^fg£ 1 #zl— tfSS-fc 

X^CDfB^&ttKfiHrf -So 
[0047] 1 &zl— tflot, ^tolMfTSttTl^S^— £ 

U £j££;TL*:Bg-^-&£m^TBg-5Hb^fNi 

ti?a^7A, eg-§-(bmi Bt#@*j«fci;Bg^-(bm2Bi 

[0 0 4 8] Kl^S-^^tifcT 1 — *<DEM. atf— 
IMiKtt * fir 5 «•& lc l*«-S§- * SfEffffJl ? □ V =7 
Ale <fc y «-S§-£;h.fcm 2 8f-§-@£ Jfl l*TBg-^b*<firfc> 
*U Bg^b^r— S< A< 1 *i— tfaS;fc&SF*iro*«tM * 
■J, 7U+->?JI/f-f X?fc&lMot/\— K^r-f *.<7WG> 
IHifj««:l-«#$*t, 1 Jfco.— ftfcBt-SHb^ 

—•5 ^ jpjffl-r -s t *i::i*sb 2 m^m&m^xmmtL. 

co>t£fM><i|§yiE£;h.T 1 ^Jffltffffrjrt&o 
[0 0 4 9] Bf-^b^— ^A^SPIBlt^ffl^atf— £*t 
fct^feSiMiiHI*-;/ h7— ?^iiSiL,X2^zL— tf 

ic j; y m 1 Bg-^@fc * t;m 2 b&-s§-& $ *u i 

— tfliBg-ii-lb 5=— 5» ^fiJffl-T £> c <!: tfv # * < * . £ 

So 

[ O 0 5 0 ] 1 3fcZL— tWSJgBt-Sg-fc^r— $< £*Jffi-T S 
fft«ilt>i'^bl1 Bt#@iSB2Bt# 

CCD 1 3Ra.— >ffrZ>m^itT— 5KDP tf— S>SlM*$n2l 
[005 1] n e— &£lMot|n&$;ftt::Bi-5§-<b J r— 



^jXB#lCBg^b-x— 4»CDzi If— &£LMii£;ai£gl+fc1 

yfijffl*a*<ss**iSo ccot^ici^zL— »fWffiA< 

=PJffl*ai*SS$tt>oCL^o 2jRfiJffl*a^gaLfc^ 

4b-r-&f=tta>«3if4ft. c+Lf,<D«^b. HBg^b. 

MWSff? S^P i/7AS2 Jfci— 

fg-TSo 

[0 0 5 2] RIf 6- 2 6 4 1 9 9■^■|ZiE«$^^TL^ 
CCD^^SvXTrAlzfca^-Clot, a-^fflltli 
m2<D^M^i-«iE:-r-sm2roi?ffl@i: 

[0053] t 1 — xfflg-ei*. Bg•^■^b^*^.rL''3oCL^ 
1 co^im@£m'>TBg*nb-r s cows 

'tt*m2<D4*B8tt£Jm.*-CBt#<bL. Ctt?>CDBt#<b^ 

3.— y=icisi«-r-i)o 

[0 0 5 4] ZL— tfl*. Bt-^-fbm 1 SB llSffl® 

fc«2»*«**2»ffl«*fflt*T**<bL. M4b* 

2»*«l*«fl:l2iP»(=teit*T f — • • fi 

SIB^CDBt-^-S t L T filffl $ -5 o 
[0 0 5 5] f#gi¥6 - 2 6 4 2 0 1 ^■|Cffi«**VTL^ 

JbSo tt— X*Nf>A^Lfctti»CDBg^-1b$nfcT r 
— • >*JDI-r*Ctl=*y«rLL^— < S»*^J*L, Bf# 
^bLTteAlctt^-TSli^lc. H^T-feSlfiSftCDv 1 - 
^cost-^-Sit, Jax^p-fextyfc-Slrax^py^A^-x 

inx^^Bg^b^+ifcT 1 — S» SWtlfcofcj.— *«»fls 

cof=tocDBi#si£ti«-rSo 

[0 0 5 6] ^81^6-2 6 9 9 5 g-^diEtt^ftTl^ 

— $ bffiT— * tfm 1 *ifc 

^1*^ 1 CDB£-§-&, 1 tF^r— "t— **Jffllal» 
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^^^8 - 2 8 8 9 4 O 



■J XAIC J: y ±f£Z*ltzm 2 of&mvtifcibZtixfk 
«^*<ftt>*t«>o 2*i— tFA^T— *0)2* 

yB2<7)Bt^M$^L2*J.— »fl^titt-r*o IS 2 CD 

[0 0 5 7] [m3*]6S^J] 0 4l::^£;h,fc(DI4*Ji@£l 
81 St— *^<— X vX-xA&£lM4V O Di/X^fAlZ® 

yXfA t g| 3 Cljjt* 2 HJfi«fl)B&-5'«i/X'T A 

4: <tfl/t:va t 14 C A T V HI 

$g-efc&J£— <D«£8&£a£*^ ^*i&S»#*lltt*a 

:<D5/XfAttf- *fti££fr5 CA T VttSJ3 
3 1 , T — * Xfc£lM4t*x^vXTA^(&-7 s — * 
©*!*>* 3 3. g(l^S3 4. f-^I«g!3 5^ 

[0058] 7 s —* ^S-ir >* 3 3 t C A T VBt2IJS 3 
SMft**LTl**o CAT Vjfti£Jg3 1 fcg{I^g3 4(7) 

bwcat vj»a»3 i t^— *a«s»3 somiz 

C A T V0«3 7 tit L^4«. ftt)\ CAT V@ 

«RTiB<ca«iaii*«ffl"r*^t3i<Rr<iB"efcft. 

a 3 4 fc JL— 0 s Srn^mW 3 8 t flMHft t— * a«3£® 
3 5 t zL-ifiS*3SS3 8 fca>MI****— ^M**©* 

*Lfc<DI*B&#<b**iTt^tt:i^— *<©«»"<?* y. ®*S 

2b\ -r— * tt«-fe >* 3 3 t C A T VttL&m 3 1 CD (90) 
T-*<D»lt»U4BWJi: LT»ffl@l«**LM4^L/* 

(htt'fSc ^(D^lC-x— *l4»#<b**l«a 
[0 0 5 9] CCDvXxAfcfcl^TS^tt^fig-^gl^S 
l4W««**taiH«*atf**. f-^flt>^ 3 

mKvdtT— ***T?»&*Wft«Ksdi£fB*LC A 
TV]ftJM^3 1 UttfatSo CATV»aJB3 1 I45SI+ 
B*ofc$BffiSKsdi £-r— *'i : S-tr >* 3 3<Z>4*Bfl«Kb 
dSIBl*T»#flsLT* 
Cksdikbd=E (Kbd, Ksdi) 

T+u iff L> tf S> 3 >flft«ft-^CDi§ja>S*^F^*(7)^fi 



<0£#l:iT — **Jffl<bffiO>fctfK *>Jffl-r4C<t7t»<T?#S 
5 s — *<D**>JU*E«LfcBiK* fc&LMif— *(D*J 

ffl£ffijrr4fc*>s t— *$>«»«»*** 
i»#<b-r * - 1 « < « c t * -e**. 

[0 0 6 0] l«fc*lM4WSIB^I-«fcorfi]ffl**a 

r * 5 s —* *a« Lfci— »f i4, -r— * a<i&s 3 5 £ 

fflt^TCATV [sl$§ 3 7 SUES UCAT V Stills 3 1 $ 
iMtf- *©S-tr>* 3 3fcf— *CDft]JH£*LJi 
to :ot*a- •ftta^^lBaKbu*^-**** 

>* 3 3ic^m-r-&o ^&<Dfijffl*La^*«i+ 

fc^r— *es-fe>* 3 3l4$&S@Ksdi£m^TT— * 
Cmksdi = E (Ksdi, M) 

if«3SR«3 sizaa-r*. -tcDB*^— *^a-t> 

*CD*JB@Kvdj!)<5pJJB* L&<S*£*TofcJ-— ->f<D4*MMi 

Kbu£JfllvCW^b**U 

Ckvdkbu=E (Kbu. Kvd) 

[o o 6 i ] 7 s — *«a-b>*a>ut*<b»ffl«ckvdkbu 
taitBtofco.— *(4s V s — *«-b>*a>W*<b»ffl 
«CkvdkbuSi— if<DWffl«Kvu^ffli^Tfl[-*ftL. 
Kvd=D (Kvu, Ckvdkbu) 

«^b3Fttfc7 s -*©^-tr>*0*ffl@KvdSffllNTm 
#<bWffi«c ksdi kbd £»SMbL, 
Ksdi = D (Kvd, Cksdikbd) 

mtT—$ Cmksdi £«-^<b It 
M=D (Ksdi. Cmksdi) 
WATTS. 

[0 0 6 2] [«4ftfttt] m4HJ6fflJ<Di>Xf 

l4H4lc«**LfcK3*lt«tHi:-C**^6»WI4* 
Bg-T&o C(DS/X-T-Alz33l^-CS&*t*lB#«l*ai4» 

3*J6«T?l4«ffl*La^tff-3*:i— IfO^IBMKbu 
T*-f — * ©Siz >* 0)»ffl«Kvd3Ei<ll»#<b*tlTi— »f 
{z&LmZti&n^ttL. m4HJSffiJlcfct>T(4 J r— *© 
a-b>*CD»ffl«Kvd*^«> I C^j— K*$ffl^tEfli. 

^JI^fcL^ri4^— * M4<f« * (7>?ijffi £ * L&SMZ«J£ 
LTlBll$tLSC7)lC^L. m 41186^X14^— *MA<C 
AT VH«**tM4«**aiZj:y*Jffl»afcl4»B« 

[0063] a.— yW-x— * ©Sir >* i: x— * ^<-X 

f-^i:ftltl)f- *<§31-t:>*(7)!|JS@Kvd7!)< I C 
K^EMkaftlCj: y ft*tM4C A T Vlsl^3 7 £ 
efiLTfftJ-— " »f(CiB***t. 3.— +f4g*SS3 8W 
<7)4£®tt:>^Eij r /\— Kx-f-X*S6«**lM4^U**> 
^^U-x^X^lzffi^^^Tl^o f-^fit^3 3 
(4^BH«Kbdfc«<e**i4 J r— *#*-£»£*««« K 
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ftVUW-B-Z 8 8 9 4 O 



di£gl+&-?fcCAT Vj&i£Jg3 1 l**<Dm®MKs4\ 
£ MM K bd £ ffl ^ T Hfr^b L . 
Cksdikbd=E (Kbd, Ksdi) 
Bt#<b«S« K sd i kbd £ T-J- □ ^ U L* v a 

— *SKBL FM^lf- $fti£&£LM4^v$;l^—£ 

[0 0 6 4] C AT Vj»iS«3 1 lis WSStBKsdi^ffl 
L^*C"X — £ M^Bg-^b 
Cmksdi = E (Ksdi, M) 

c a t vEiiifc* y *jffl*at (**tBi«ic— *M(c»ai 

■Tft- a«ftitM*«t«*i:lW*CAT 

to ; 

[0 0 6 5] ZL— ^li^ftlBfii^tvTrL-ifJg^gSS 

IM3 A K vd £ ffi l^Tlfi-^bWlEfil C ksd i kbd &m^rit 
U 

Ksdi = D (Kvd, C ksdi kbd) 

»^<b**tfc»««Ksdi ^ffll^TBg-Si-lb^r— * Cmksdi 
M=D (Ksdi, Cmksdi) 
[0 0 6 6] Bt*«tKflT-r4fcfta>-t<Dffi<D*»*J6 

— * va-b aitBMi Kbdiiaweniisa-ei** < ft 

vd£m^T^v£;U**£mv 
Skbdkvd=E (Kvd, Kbd) 

■x— *SS-fe (D^BBAKbdt 4: tlc^S?* S 
kbdkvd £SrtH^ So \flt. *«LfcT ? -*MHz> 
£ (B^BM Kbd t IB l*T-x S kbdkvd £ fitB 

U 

Kbd=D (Kbd, S kbdkvd) 

[0067] [menjsw «5Smb«i=*5i*t^-* 



— $®3I-tz>$l4. ^r— £<B31-tr>$(D^BBMKbd£& 

^(D^BBAKbui *IHl*Tie*<b : r So 
Ckbdkbui = E (Kbui, Kbd) 

*fc. T r -^^ffS-tr>^CD^MSlKbdlCT : — ?®^-tr> 
$<Dl?JB®Kvd£m^T^v£JU¥«£frlV 
Skbdkvd=E (Kvd, Kbd) 

zL-tFftl^^fSB&^b^SCkbdkbui&^v^JU 
»* Skbdkvd*»36»l=iSty , »3l^(4SltffiofcBg^- 
<b^BH«Ckbdkbuiai/-^S/^ JU»*S kbdkvd Stt3|-r 

L^i— tPBIJMflWB * m^it'jkmm C kbdkbu i L T 

JSiiTSo tta**Lfcl*iWb^lll«C kbdkbu i&tff^ 

£ S kbdkvd^ gl+Blofca.— 14^-CD :x— tP CD^r 

MM K vu i * ffl t * T $ fit > * <Dflfr91b4*BMI C k 

bdkbuifcfiMMbU 

Kbd=D (Kvui, C kbdkbu i) 

«*<b $ *t fc — £ ««-tr > £ MS K bd £ 3_— -^O 

^r— £ *3-b <D^Hl«Kbd tfflL^T^??* JI/»* S 

kbdkvd £fit|gL. 

Kbd=D (Kbd, S kbdkvd) 

>*<D**IIB«KbdSttJr*-*o ^CDJ: o I^T * <t . n— 
[0 0 6 8] [m7SIJ6ffJ] ^L—tflt^-ZWmizZs* 

AKbu^^—- st«aHz>*ica*-r*o tF^&ou 

M^ZL— if<D^I|g|Kbu^fflL^TBg■^■^bL. 
Cmkbu=E (Kbu, M) 

y . lA&m I*« tt IK o fc Bg-^-lb — C mkbu 
^Mt^o Sc^$tt/'-Hg^bT : — ^ Cmkbu^gfiLfc 
a.—-y s ttJ.--+f <D*ffl«Kvu tffll^Ttt^b LT. 
M=D (Kvu, Cmkbu) 

[0 0 6 9] 0 5£JBl^T\ *M*B^<DB&-^-®i>^-xA 

^{z s (b) ic^^ttt-cD^a^-zh-ai^ic^s^iCs 
(c) ic^$Htc<7)(4>— ^^ftaai^BRsSfc. 

A<*Jffl**t, 3-— 1^4 2, -f *y h±<DWWW 

(World Wide Web) -y— /MB J£ 4 3. &m&M 
4 4&-5t^l4>— ^^■e&SSl76J£4 5^^>1«jS*tt 

-So 

[0070] mammm (a) iz«**tfc/h*ei= 

37 "7 ^ K <7 bv7 h^l— K^^- — 
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-SLMiCAT VHUS^3!SfiLTtt^-r*o — 
V-/ h^l<7>^— *Ms&rPh5SJ£4 3 0>4>MIBKbsS» 
ItBtofci— -tf 4 2 I*. >H6/£4 3<7)^[IBSKbs£JBl^ 
T 3.— +f CD*KSSSKsu£ Hf-SHb U 
Cksukbs=E (Kbs. Ksu) 

HMuSfelSlca-f 4 2<D«e«Ksu£IHl*TI*-e- 

IbLTlBAL. 

Cmuksu=E (Ksu, Mu) 

i&^ICJJ:i:r^3lMu$IiiieXSmu(ZLTZL— «f 4 2(D 
Hffl® Kvu£JfH^T JU** £ frl\ 
Smukvu=E (Kvu, mu) 

i— *4 2a>^M«Kbu*SWLT*'y — f 4 7 S 

ssfi ur /h5Sj£ 4 3 icaurr 4o 

[007 1] *aS^^5it«ofc^^/E4 3 1*. /hsS 
i£4 3CDHfflfi|Kvs*ffll^r3.— tF4 2 a>Bt#jb*B*« 
cksukbs£tt-^bLs 
Ksu=D (Kvs, Cksukbs) 

«-9-<b$*lfc3.— tF 4 2(D$&SaKsu£fB(^TBt^-<bfS 

Cmuksu £ {g^-l b L * 
Mu=D (Ksu, Cmuksu) 

Sa^S^SIff-r^o *e>l^3.— »f 4 2A<^Lfc^^ 
@Kbu£JBt^T3.— ^4 2 O^r v£ ;U*€ Smukvu£5t 

mu=D (Kbu, Smukvu) 

zl— +F4 Z\zl*v h9-^4 7^igfiLtL/y-h$I 

[0 0 7 2] /MBJS4 3^«Slt7t--7v K 

i:(Dfv^ £ Ms1 £JE$6S:§ms1 <t 
L. C*UC/]\jBlg4 3(^Hffl@Kvs$ffll>T J rv^;^ 

Sms1kvs=E (Kvs, msD 

^55/£4 3a>^gag|Kbs^3S^LTtt^L. zl— tW/h 
5S/E4 3<D^I!g@Kbs£Jfll^T^$;US*Srns1kvs£ 

mm 

ms' =D (Kbs, Smskvs) 
[0 0 7 3] [!g9 3IJS#J] (b) |Z^$4xfca^MJJ 

^Iwcfc^Jfflcfc^T. ftB«H4 4i*t j s?$uu-t*— * 

-C&4*IBtt/J^^^^ — hMf«C*liMIKl4 4 CD 
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Third Embodiment 

[0057] Fig- 4 illustrates a third embodiment of cryptographic 
key system, in which the present invention is applied to a 
database system or VOD system. In the present cryptographic 
key system, similarly to the second embodiment of cryptographic 
key system as illustrated in Fig. 3, encrypted keys and 
television broadcast programs are transmitted through a single 
path, which is a CATV line, but, as a matter of course, they 
may be transmitted through different paths . The present system 
comprises a CATV broadcast station 31 for performing data 
broadcasts; a data management center 33 of a database, video 
system or the like; a receiver apparatus 34; a data 
communication apparatus 35; and a user terminal apparatus 38. 
[0058] The connection between the data management center 33 
and the CATV broadcast station 31 is achieved by using direct 
means that uses a communication line, such as a private line 
or the like, to connect them or by using indirect means, such 
as a flexible disc or the like. The connection between the CATV 
broadcast station 31 and each one of the receiver apparatus 34 
and data communication apparatus 35 is achieved by using a CATV 
line 37 . It should be noted that the CATV line 37 may be replaced 
by any other appropriate communication line that can support 
data broadcast or data communication. The connection between 
the user terminal apparatus 38 and each one of the receiver 
apparatus 34 and data communication apparatus 35 is achieved 
by using direct means that uses a connection cable or the like, 
or by using indirect means, such as a flexible disc or the like. 
In Fig. 4, solid lines designate paths of non-encrypted data, 
while dashed lines designate paths of encrypted data. It should 
be noted that although the data transmission and reception 
between the data management center 33 and the CATV broadcast 
station 31 are implemented by using, in general, a private line 
or flexible discs, yet they may be implemented alternatively 
by using a public line, a broadcast satellite, a communication 
satellite or a terrestrial broadcast. In such a case, the data 
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are encrypted. 

[0059] The cryptographic key methods as employed in the present 
system are a secret^Jcey method and a public key method. The 
data management center 33 prepares public and private keys K b d 
and Kvdf respectively, common to all the data to be supplied 
therefrom as well as different secret keys K sdi used for 
respective data, and supplies them to the CATV broadcast station 
31. The CATV broadcast station 31 uses the public key K bd of 
the data management center 33 to encrypt the received secret 
keys Ksdi/ 

Cksdikbd = E (Kbdf K S di) , 

and broadcasts them by using a teletext broadcasting that 
utilizes the scan lines during the blanking intervals of analog 
television video signals; a data broadcasting that utilizes the 
subvoice-grade band of analog television audio signals; an FM 
multiplexed data broadcasting; or a digital data broadcasting. 
At this moment, the CATV broadcast station 31 may supply a 
non-encrypted table showing titles of available data for users' 
convenience of data usage or may supply a non-encrypted content 
guide describing the summaries of the data for the sake of 
promotion of data usage. 

[0060] A user selects, from the table or from the content guide, 
data he or she desires to use, and then applies, by use of the 
data communication apparatus 35, for a data usage to the data 
management center 33 via the CATV line 37 and through the CATV 
broadcast station 31. At this moment, the user transmits his 
or her public key K bu to the data management center 33. Having 
received the usage application from the user, the data 
management center 33 uses the corresponding secret key K sd i to 
encrypt the data M, 
Cmksdi = E (K sd i, M) , 

and transmits it to the user terminal apparatus 38. At this 
moment, the private key K V d of the data management center is 
encrypted by use of the public key K bu of the user who has applied 
for the data usage, 

Ckvdkbu = E (K bu , K v d) r 
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and then transmitted to the user terminal apparatus 38. 
[0061] Having received the encrypted private key C kV dkbu of the 
data management center, the user uses his or her private key 
Kvu to decrypt the encrypted private key C kV dkbu of the data 
management center, 

K v d = D (Kvuf Ckvdkbu) r 

and then uses the decrypted private key K V d of the data management 
center to decrypt the encrypted secret key C ksd i k bdf 

K s di — D (Kvdf Cksdikbd) / 

and then uses the decrypted secret key K sdi of the data management 
center to decrypt the encrypted data C mkS di/- 
M = D (K S di/ C mkS di) f 

and finally uses the data as decrypted. 
Fourth Embodiment 

[0062] The system structure of a fourth embodiment is the same 
as that of the third embodiment as illustrated in Fig. 4, and 
hence its description will not be repeated. Similarly to the 
third embodiment, the cryptographic key methods as employed in 
the present system are a secret key method and a public key method, 
but the fourth embodiment is different from the third one in 
the following points: in the third embodiment, the public key 
K bu of the user, who applies for a data usage, is used to encrypt 
the private key K vd of the data management center, which is then 
transmitted to the user, while in the fourth embodiment, the 
private key K vd of the data management center is distributed, 
by use of an 1C card or the like, and stored in the user terminal 
apparatus in advance; and further, in the third embodiment, data 
M is distributed in response to a data usage application, while 
in the fourth embodiment, data M is broadcasted via the CATV 
line or a satellite broadcasting independently of usage desire. 
[0063] When a user enters into a comprehensive contract with 
the data management center to use the database thereof, the 
private key K vd of the data management center, which is common 
to all the data to be supplied, is distributed to the user in 
advance via a recording medium, such as an IC card or the like, 
or via the CATV line 37, and stored into a semiconductor memory, 
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a hard disc device or a flexible disc in the user terminal 
apparatus 38. The data management center 33 prepares a public 
key K bd as well as different secret keys K sdi used for respective 
data to be supplied, and supplies them to the CATV broadcast 
station 31- Having received the secret keys K sdi , the CATV 
broadcast station 31 uses the public key K bd to encrypt them, 

Cksdikbd ~ E (Kbd, K sd i) , 

and broadcasts the encrypted secret keys C kS dikbd by using a 
teletext broadcasting that utilizes the scan lines during the 
blanking intervals of analog television vide signals; a data 
broadcasting that utilizes the subvoice-grade band of analog 
television audio signals; an FM multiplexed data broadcasting; 
or a digital data broadcasting. At this moment, the CATV 
broadcast station 31 may supply a non-encrypted table showing 
titles of available data for users' convenience of data usage 
or may supply a non-encrypted content guide describing the 
summaries of the data for the sake of promotion of data usage. 
[0064] The CATV broadcast station 31 also uses the secret keys 
K sd i to encrypt data M, 

Cmksdi = E (K sd i, M) , 

and unidirectionally broadcasts them via the CATV line 
independently of usage desires. The user uses the receiver 
apparatus 34 to capture, based on the table or the content guide, 
his desired data, from among the data being broadcasted via the 
CATV line, into the user terminal apparatus 38. 
[0065] The use uses the private key K vd of the data management 
center, which has been distributed and stored in advance into 
the semiconductor memory, hard disc device or flexible disc in 
the user terminal apparatus 38, to decrypt the encrypted secret 

key Cksdikbd/ 

Ksdi = D (K vd/ Cksdikbd) t 

and then uses the decrypted secret key K sd i to decrypt the 
encrypted data C mkS di/ 

M = D (K sd i, Cmksdi) r 

and finally uses the data as decrypted. 

[0066] Other modified embodiments for distributing the 
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encrypted keys will be described below. 
Fifth Embodiment 

In each of the embodiments described above, the public 
key K bd of the data management center is not transmitted via the 
communication line but broadcasted from the broadcast station, 
with the result that it is not possible to determine whether 
the public key is a true one. In such a case, the private key 
K V d of the data management center is used to affix a digital 
signature to the public key K bd of the data management center, 

Skbdkvd = E (Kvdf Kbd) / 

and then the digital signature S kbdkV d is broadcasted together 
with the public key K bd of the data management center. The user 
uses the received public key K bd of the data management center 
to ascertain the digital signature S kbd kvd/ 

K bd = D (K bd , S kb dkvd) r 

and uses the public key K bd if it is the true one. 
Sixth Embodiment 

[0067] Further, if, in the fifth embodiment, the data 
management center employs a membership system in which usages 
of the database are registered in advance, then the public key 
K bU i of each user, who is a member, is registered with the data 
management center in advance. The data management center uses 
the public key K bu ± of each user to encrypt the public key K bd 
of the data management center, 

C kbdkbu i = E (K bu i/ K bd ) , 

and further uses the private key K vd of the data management center 
to affix the digital signature to the public key K bd of the data 
management center , 
S kbdk vd = E (K vd / K bd ) , 

and then sends, to the broadcast station, the digital signature 
S kb dkvd and each different encrypted public key C kbdkbui 
corresponding to the respective user. The broadcast station 
broadcasts each received encrypted public key C kbdk bui and digital 
signature S kbdkV d. At this moment, as an occasion demands, 
non-encrypted user identification information of each user may 
be added to a respective encrypted public key C kbd kbui and then 
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broadcasted. Having received the broadcasted encrypted public 
key C kbdk bui and digital signature S kb dkvd, a user uses his or her 
public key K bU i to decrypt the encrypted public key C kb dkbui of 
the data management center, 

Kbd = D (Kbuif Ckbdkbui) r 

and then stores the decrypted public key K bd of the data 
management center into the user's terminal apparatus . 
Additionally, the user uses the received public key K bd of the 
data management center to ascertain the digital signature 

Skbdkvd 9 

Kbd ~ D (Kbdr Skbdkvd) / 

and, if it is the true one, then uses the stored public key K b d 
of the data management center. In this way, distribution of 
the different encrypted keys corresponding to the respective 
users can be achieved. 
Seventh Embodiment 

[0068] Each user presents his or her public key K bu to the data 
management center each time he or she accesses or sends a request 
to the data management center . Having received the request from 
the user, the data management center uses the public key K bu 
of the user to encrypt data M as requested, 

Cmkbu = E (Kbu/ M) , 

and sends it to the broadcast station, which then broadcasts 
the received encrypted data C mk bu. Having received the 
broadcasted encrypted data C mk bu, the user uses his or her private 
key K vu to decrypt it, 
M = D (Kvu, C mk bu) f 

and then uses the data M as decrypted. 
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